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6.3 {ERREE

At SoE fLE TCP/IP 8E ~ ShRGHEI iR ~ FEZEIRTS ~ M8 EaE ~ EElURE
B KAt SO

6.3.1 TCP/IP &

A NVR IR i Eipae » DN EIE Y — > #1T NVR TCP/IP 8% iE °
{EFHENRE IP firkk

WIEHIERS IR S P [RGB m i E (DHCP)] - NVR &1 DHCP falfk
a8 HEHUS IP Az aEAIAHEA &ER -

(s F & E IP firhk

{[EFTEERY IP Airkt - 358 A IP fizhk - T4 SERE AR

F%2 DNS falfiiss -
i A E2 DNS falflegsny IP ikl - BEARs s a2t NVR $5MEEHY DNS R -

% DNS falffiss -
1 AZ03E DNS {28y IP firsl: » IEAERS 5 BTt NVR S950485 DNS s -

FE EAEBET (Maximum Transmission Unit, MTU) 245—@ @ a4
—J& LI FTRE AN o RBHE AR/ N (e B ) -

- TCP/IP g

¢ {EEEREP{IE
C {EEEEP{H

Pz fes 1. . [ .m0 ]

‘+‘JEL'“J 255. 125555 .Jo El.|]o H

i S [teo ].[ps4 ].[roo ][00 ]

EEDONS{FIRE b ].b ]k 1.k ]

FEEDNS e o Jb J.p |.po |
SEIELE

iEfRE R 100 Mbps, MTU: 1500 Bytes

R HEETEAEERENTP SOMTPERSS, LB ETEDNS[HFRS

133




41 NVR f2{ERI(E Gigabit LAN i » {3 n] LIBOE s &8t ~ Sl PHE S HEEOE -
BEEFHISLEINAE - R S HIAE RS IR B i R R 4

r =% T=0 == B 88 [&1 BDJd >

« TCP[IP - TCP/IP g%

R AR © fIEEE O aEFE O ZubEE

G I
O FEHEREIP{TIE
® FEHEEPTE
EEIPfE
T ES 255.[255 v . 254 1] . [0 |v]
B
EEDNSHIEES
FEDNSHRR [ J.p 1. J.p ]

O EEEDHCP SRS i 7y (FHF 2R T RE

s JZ 1.
FaskfatE .

THFIHFE S CI P

ERTEFARAR
sEfRiE R 100 Mbps, MTU: 1500 Bytes, LAN1:Up, LAN2:Down

HE - HEREEEEERENTP 26MTPRERS, SOEEEZEONSERS ©

134



X E GBI

o HEREEEE (FHED
Apt A SEIRAL T — (] SRS (PR BT 40 £ ARSI R RS B AR L
R > R TR AI4EEs /S B B Eaes /i r T & - A SIS ey
T - E MR T EIREEE % o UEmey TIEE B S iEs £/ -

R A 2R [ 1000Mbps2 8T (v
O fEFEEEIPfHE
® HEEEEIPfHE

EIEIP ik 72 |.1i7 |.[26  |.[5¢ ]
FHEEE 255 .[255 ¥ . [25¢ [¥] . [0 ]
B 72 |7z J.ps |.i ]
EEDNS{E RS o J.p J.2 J.f1 ]
ZEDNSHIRE o 1. J.2J.p ]

[0 REDHCPEhALfHE s A IR TS
ReG ik 7z ].[7_ .|
FEER{THE 7z ][z J.fi ].[00 ]
R4S | | | | o

E BB A
sEFE EF 100 Mbps, MTU: 1500 Bytes, LAN1:Up, LAN2:Down

ER - HHAEMATEEENTP SOMTPERL, LERE EEDNSE R ©

« ERH

135



S

{50 FH RIS k- F- D AE RS AR A B R R AT IS e b fEimie
THESRRIRSALEE - P B ECPHTTIRE A A PR E Gt B RV AR AL IE U H HIAL
HE > SRS ST A RE ST R e S = SR ET AR (TP 5 NCP IPX) »
Multicast/Broadcast DL AZREHFERVEE (41 NetBEUI) » #HAEE BT
ARSI T

R IR AR AL 15 A EC P 5500 A managed Ethernet
switch (EHIRI 2 KMk i 28 ) IEF 802.3ad #E1E (=X link aggregation) -

R E L
O fERAERRIP{E
®© HAEEIPH

1000MbpsZ: T V|

Fit v
R R
THFIFR

E AT E i ARS

B EIP{izik 72 .17 |.[26  |.}15¢ |
FHRGEE 255 .[255 v . [254 | . [0 |v]
B 7z |.ji7 |.ps |t |
FEDNSHIRS o J.fp J.2 ].fir |
IREDNSfE R aE o .8 .2 J.p ]

O EEDHCPE R (AR 2 R ER LR

| | %I | A

sEfpim ae: 100 Mbps, MTU: 1500 Bytes, LAN1:Up, LAN2:Down

B HHEAEMETEEENTP SOMTPE RS, L/BREEEDNSE R °

136

=8




ZULECE
ZULECE W] AR R4S /1

FEEEREZCT - A R A

#) DHCP ghRefirhlrfcfaElikes -

LAN 1 LAN 2

AR S E e

| 100Mbps2EET v

® fEAERECIP{HE
O HHEEEIPAHE

ElEIPf ik [t6s |.[254 ].[t00 |.[100 ]

THEEES 255 _|255 ¥l . |¢

B [t6s |.[254 ].[t00 |.[100 ]
FEDNSHRE o J. J. J.fin ]
HEDNSERE o J.s ].2 J. ]

EEIDHCPE R IR PR R AR LRE

Rha{irhE [7z |.[7 |.[
FEEEfTHE 7z ].7 .t

THAHF [ | E [

| oJE

EBTEsRAR:
iEfs# R 100 Mbps, MTU: 1500 Bytes, LAN1:Up

137

ey W d

B e

sCE R IP izl - A [E ARy TOFREAH AL -
HAS—(EEEErm (LAN 1) g%

B



s EE R
B LI H EhEE - 1000 Mbps 2% T8¢ 100 Mbps &% T > (] H EP
EWE (THEAE) » 280 B B IS 2 -

{52 FHEIRE IP firik
ORI S b [BIREEGEE G E (DHCP)] > NVR &t DHCP {alflzas 5 B
15 IP fir i AAHRBA &N -

{sE FEE IP firik
{EAfEERY IP Artk - 558 A IP ikl ~ F4EpR NN -

F % DNS {aEfk=s
i A L2 DNS falfizasny IP ikt - pEAR#S 512t NVR $H5M4EEHY DNS s -

KZE DNS fAffges
i ACE DNS falfizasay IP ikt - pEAR#S g i2 (it NVR S5 DNS s -

BtE) DHCP (Eff&firiknlc) fAfkas

41 NVR Fr{ERTE s 11725 DHCP {Efias - mJBEhtTAe - #F NVR 5E & DHCP
{ElRes - BEiaRs p iy DHCP 4% IG4S Bk SEEhRE IP firkk -

T Ll e DHCP JrsenyBhRe IP & LU AU (Lease Time) - fHAURARTESS
DHCP [HfH] IP 5% FumfVHiiR - BREE] 7 21% - & HEH HiS—K 1P -

AR ENRT e 5 DHCP Gk - 55ZBUHILIIEE » DARIS R AgHE S FCHY fEr
5% S AR I -

138
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6.7.9 EGHH
TG S R T AR R s AR > T AL TP fizik - 2R3 — 1 il -
— IRl

Bl st — R FE IPACHERIE S
110.11.18 32 |

i,

PING 10.11.18.32 (10.11.18.32): 56 data bytes

64 bytes from 10.11.18.32: icmp_seq=0 ttl=64 time=1.8 ms
64 bytes from 10.11.18.32: icmp_seq=1 ttl=64 time=0.2 ms
64 bytes from 10.11.18.32: icmp_seq=2 ttl=64 time=0.2 ms

-—-10.11.18.32 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.2/0.7/1.8 ms
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6.8 EfEUEk KT

6.8.1 ARG EMETER

NVR w] {5 10,000 R HE(FELHk > GRS - EEAEER - ARG AEERY -
IR Dt S aesk - (F 2B RS IR -
m— T [FifF] FecsEriFmk CSV % -

ffet © RSB IIOCE ek -

EfF RS

- RiRE(TRE - RETER
5 2
: jzz;i = TEBET ARSI RMETER - ZiET08E% -
. PR ERETS
o REFEREIER .
. FHET TRNETEE S B e 5 -
Fik BHH IR BERE | RE P BEEW A
® |2011-07-18 |[13:35:20 |admin |10.8.12.36 user admin login
@ |2011-07-18 |[11:22:41 |admin |10.8.12.36 The user admin is logged off due to connection timeout.
® |2011-07-18 |10:12:36 |admin |10.11.18.195 |- The user admin is logged off due to connection timeout.
® |2011-07-18 |09:12:20 |admin |10.11.18.195 |--- user admin login
® |2011-07-18 |09:11:33 |admin |10.8.12.36 user admin login
® |2011-07-14 [14:30:19 |admin |10.8.12.36 The user admin is logged off due to connection timeout.
® |2011-07-14 |[14:25:04 |admin |10.8.12.36 user admin login
® |2011-07-14 |10:10:42 |admin |10.11.18.195 |- The user admin is logged off due to connection timeout.
® |2011-07-14 |09:10:36 |admin |10.11.18.195 |- user admin login
® |2011-07-13 |11:42:04 |admin |10.11.18.176 |— The user admin is logged off due to connection timeout.
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6.8.2 REECR

I E BT SRS  00% - AR RS - B (ONIE50 - IR SRR
S -

st RGUERMIICCE RO -

- fmEsRlER
FE R s i HRA sl SRR MR E A ARE - B EEHAN R R R E TR R -

ooom/wmEY RES A

L | 2011-07-18 16:37] Conne
L | 2011-07-18 16:37] Conné
L | 2011-07-18 16:36] Conné
© | 2011-07-18 16:36] Alarm
L | 2011-07-18 16:367 Alarm
L | 2011-07-18 16:36] Conne
© | 2011-07-18 16:367] Alarm
L [2011-07-18 16:36] Alarm
L | 2011-07-18 16:36] Conné
L | 2011-07-18 16:36] Conné

Camera 4 No Response for over 15 seconds

Camera 4 No Response for over 15 seconds

Camera 4 No Response for over 15 seconds

Motion Stopped on Camera 5.

Motion detected on Camera 5.

Camera 4 No Response for over 15 seconds

Motion Stopped on Camera 5.

Motion detected on Camera 5.

Camera 4 No Response for over 15 seconds

B I L (L0 T [ 0 ([ ) [ SN [ S [ S8

Camera 4 No Response for over 15 seconds
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6.8.3 RILFEAHE

HUR HAA B IS S A RSN B G E R - ErEE A - IP ik RS A
EI%EF'E;EJ% °

st RGUERMIICCE RO -

- REAE
FAT E AT S BRI R R AR fE R B RS

R 1 R
ZAHE EARE |(HHE | REIP BEAE |HENE | FIREE

2011-07-18 |13:35:20 |admin 10.8.12.36 - HTTP Administration

6.8.4 FrE{EMHERK

RURNATA BRI S A Sy & R EER - B = - IP irkh ~ A
RefE] RAF RS -

st © RSUER IR -

- FEfERE R
AT ATE B IR R E A R AR FE R BB SR

TAHS TARE | tERE Rz 1P BEAE |EH%E | FTINEE
2011-07-14 | 14:25:55 |admin 10.8.12.36 mercury-pc | Samba record_nvr_alarm
2011-07-14 |14:26:12 |admin 10.8.12.36 mercury-pc | Samba record_nvr_alarm
2011-07-14 |14:27:10 |admin 10.8.12.36 mercury-pc | Samba record_nvr_alarm
2011-07-14 |14:25:04 |admin 10.8.12.36 = HTTP Monitoring
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6.8.5 AALELRECH
sC#k(EH Samba ~ FTP k2 HTTP 74 2 (a]feasayiH B &
1EEC#R © BRAGRCHERR - AT RE ST 2 BE SR AV RE

- REEITRE
FEEGEME R R SR

° fERT DB R AR sk R

BIEE | (@7
FERE 5T

10000 Z=&¢
ﬁ HH R tEHE | RFEIP BEEAW | BEEE | SHER #E
@ |2011-07-18 |09:20:24 |admin |[10.8.12.36 localhost FTP Logout
@ |2011-07-18 |09:20:24 |admin |[10.8.12.36 localhost FTP Logout
@ |2011-07-18 |09:16:35 |admin |[10.8.12.36 localhost FTP Logout
@ |2011-07-18 |09:15:24 |admin |[10.8.12.36 localhost FTP Login OK
@ |2011-07-18 |09:15:23 |admin |[10.8.12.36 localhost FTP = Login OK
L |2011-07-18 |09:15:20 |anonymd 10.8.12.36 localhost FTP = Login Fail
L |2011-07-18 |09:15:20 |anonymg 10.8.12.36 localhost FTP Login Fail
@ |2011-07-18 |09:14:59 |[admin |[10.8.12.36 localhost FTP Login OK
L 2011-07-18 |09:14:56 |admin |10.8.12.36 localhost FTP Login Fail
@ |2011-07-18 |09:13:40 |admin |[10.8.12.36 mercury-pc | SAMBA |- Login OK
6.8.6 Z&EN
SEEEER NVR (IR - A1 555 R FA A (T -
- RS
CPUfEH = 7.1 % CPUE = 38°C/100°F [ |
EEEEEE 1008.7MB T 44°C/111°F [ |
FEEERSE 236.6MB BRI 39°C/102°F [
BHHEE 121804634 AR 37°C/98°F E
R EE 49162124 BB R 37°C/98°F [
HiasE
IR ES L A 37°C/98°F -
s 9 = 20 PHF 20 4 .
" FitE R 1218 RPM
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224 admin
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B R e e Al BT R =T
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« IERERAE ELEBAEE S 1 IS R EEREH o
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- fafl = EERRE EELTIERE (SRR LT AR )
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7.2 [EEHAIEFRRE
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IRETREN R 2B EA IR > SEERINCL MR B P B

1. SRS H AT IEAE T FRYSCEEK > LA LIETERE — K °

2. HERVEE(FILE » FHEE PR A B LPHEERE -

7.3 RAID #HrEmEREZE G (Hot Swapping)

*IETHRE AN A — FARERR A5 -

NVR SZEZHERREMTIARYINAE - & RAID BERREFH P Ay —FERERR A0S - A TRRARAE
R T I BV U HURER - RIS (T G R AT H SR BRI G5B - 2800 - 41
SREFRINAS RAF H ks Fr S (F IR H I - 557 M R ARk DU 70 552 E0R SR IR B R
A B o

B RS E ARERRATREPA 28 DU R Ehe -
ZARIE IR 2 S EH BE R -
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F8E A LCD HiK

* A AECA LCD R AIHRE -
NVR 2t LCD [Hifiise 4708 Bl Ea e BERRAR RE St 8 &

ZSRRREN - SRR Ak Es 4T R IPALHE -

IN|VIRI5[Fl4/DlE[3] | | | [ | ||
116/9/.2/54./100.]1/00

F—REEEZL0G - LCOER G BRI EIHIRERRE H - AR DU R H B e
HYBERRAHAR -

BERR R H THECIEREAHRE LRV AH AR *
1 Single (B &M ) Single
2 RAID 1 Single -> JBOD ->RAID 0 -> RAID 1
3 RAID 5 Single -> JBOD -> RAID 0 -> RAID 5
. Single ->JBOD -> RAID 0 -> RAID 5
4 ol RAID
L > -> RAID 6

R MBS IR R ECEIAE o M AT HTEE -
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Bign > EHINVREZZE FURERERE - LCDER & ER

PSR B B M58 TE > 40 RAID 6 - o7 A JsHEEERT IR e nI4HRE - s it
#5E [Yes] -

Clhlojols|e| |RIA[I|DI5|?] | |
—~Vlels| | INol | | | | | |

SETERE » MRS BN 4808 S IPfiztE - AINVREEAGE BERRAHRR » REERELT

Al
aﬂ%\ °
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{2 Fi LCDE AR R 2 &R
ENVRAJLCD ISR S S IPArakiy - m] DU Afzt#E A Main Menu (£
#EE ) o Main Menu $EtLIUNEEH -
. TCP/IP

Physical disk

. Volume

System

Shut down

Reboot

Password

Back

® NG A WN e

[

TCP/IP
FETCP/IP » BI DU tR LA NIHHE -
1.1 LAN IP Address
1.2 LAN Subnet Mask
1.3 LAN Gateway
1.4 LAN PRI. DNS
1.5 LAN SEC. DNS
1.6 Enter Network Settings
1.6.1 Network Settings -DHCP
1.6.2 Network Settings -Static IP*
1.6.3 Network Settings -BACK
1.7 Back to Main Menu
* 1 [Network Settings -Static IP] ®[DIz%E LAN 1 &% LAN 2 (19 IP firdil ~ +49
pEIEER ~ AN LA R DNS 52E -
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2. Physical disk
fEPhysical disk » FJDUg R LA &R ¢
2.1 Disk Info
2.2 Back to Main Menu

R R P 2

D|i|s|k[:[1] |Tlelmp|:|5[0]" [C|
slilzle:| |2132 |GB | |

3. Volume
IEEETEHZBURNVRAVEERELHRE - SF— (TR AR N E o 55 (T naHRERYRE
BERR & -

RIAITIIDIS| | | | | | |7]5/0/G6[B

WA —(ERERREEAE - 4% (B8] teGifHRI &R DU BRAID SEEREEEAHATER
S -

LCD mEt:ERE BERRSHAR

RAID5+S RAID5+spare

RAIDS5 (D) RAID 5 degraded mode
RAID 5 (B) RAID 5 rebuilding

RAID 5 (S) RAID 5 re-synchronizing
RAID 5 (U) RAID 5 unmounted
RAID 5 (X) RAID 5 non-activated
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. System

PSR R A 0RE S B R R -

clplu| [Tle|mpl:| |5]0]" [c| | |
Sly's| |Tlelmpl:| |55 /Cl ||

S|y|s| [Flan|:|8/6/5 R/P/M |
HEEEEEEEEEEEEEEN

. Shut down

{8 L BEIERARA 20850 - FBE R iI8eTSE [Yes] » 2R o AL S b -

. Reboot

{58 FHRCBEIH ST BN 28 - TR B B [Yes] - ZM&IZE AGZ St e -

. Password
LCDIHMR A THR 0 Ry 25 - (8] L BRI ST L CD MR &0 » % [Yes] 44 -
Clhla|n|gle| |Pla[s|s|wlo|r|d]| |
| | | | | [Ylels| |~INo| | | | |

(ETLI0 AR BB T (0 9) WIAS + # ASTrctk - 1% [OK] » ficb g
5t SR FIHETE— TS -

INlelw| |Plals|s|wlo|r(d]:| | | |
| oK

. Back

BHEILHEEEIEHEE (Main Menu) -
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EXSTESS
B RS R SRR RN LCOmING BN S, - 5 A St i sE N e
e At o it N —(EEUE -

S|y|stie/m |E[rirjofr|t| | | |

Pllls .| Clhelck |Lolgs

2%E 2REH

Sys. Fan Failed ZMEREE
Sys. Overheat ZAEREEL
HDD Overheat [EREE
CPU Overheat CPU &2k

Network Lost

1£ Failover = Load-balancing %=  LAN 1 5 LAN 2
Hps g -

LAN1 Lost LAN 1 4gp&iaiay o

LAN2 Lost LAN 2 4ggaigg b

HDD Failure BEERR T

Vol1 Full EERE A A = Ew

HDD Ejected BB A L

Vol1l Degraded IEREAFAH#E A\ degraded mode ([#f&fHZ0)
Voll Unmounted mEREEEZH unmounted

Voll Nonactivate | iEREEFAH A RLED
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FOE  FEEPEE

1. EARREIRPEESER -
ARG LA NI E -
a. ENBAEMHFIERZE ActiveX » AIfEZ2E - 5Ei 1E B8 SR yaeis B i
Z MR IHROE Ry e 2 s -
b. NVR Z IP firhil-A nfBLE B [RIGE R Z B E AR -
C. MBI IP firkl 28 NVR § IP {irskAir 7% [F— 48 B s m] G A i ER

2. EEHEP}%@%%EEEP%%@ﬁéﬁﬁ%ﬁ?iﬁﬁﬁEﬁ@ﬁ%{% °
At A FIHE -
a. f£ NVR #yaEs s i € H P e fyiso % TP izl - 447 R il e - &
TLMEEH%/EJJIJJ ERMETE A Al DU AR -
b. BN ARALEN RS - ] NVR fESNERAEERI - EHAE FI4EES
s URHYERTE > AlEE DL U
i {2 NVR iyt s idaoe Him T > (£ WAN TP (ir kB i A s sy
L IP itk -
i, SEHPEHERHVEOE > Foa T D RS (F HUm AT B Ry WAN TP BlimaRig -

3. fﬁJiEIEﬁ’ﬁ%%
a. AR IEHEZ TR 2= NVR -
b. $22§§EEE$?$HX [SIR i nk o2
C. FRHERBAEE I I T H I Z SR2 IR e & EACRE) - AR B E 2 5 IR -
d. ﬁﬂééﬁﬁuﬁﬁi‘}iﬂﬁééﬁkﬁg LED POfckIG » RN ZIBERE > 55 il 5
B

AR B NVR BYSCE IE R s 2 FpReE s R 208 T -

4. ﬁ)ﬁiﬁ/\%ﬁﬁ%ﬁ%ﬁﬁ
atEst e B E AR - NVR HstE s B Ve Em -
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5. ARPEEARFREA G -
a. HNERERHEEOMERNE - EREEG RS RN 2 28 - H8
AT o SR LAY AR S B S B AR B B — 4R
b. [FIlFH 2% AEA NVR LA o] fE G HEG AR B R (K - ki = RN R
AABR=A - REFIRENSEAR - SHEeHRBORL 2 2 BB HH -
c. #RMHHZE NVR LHHEER 2 [E— MR RE T

6. EWMEMMPINEAFEHH -
a. FHeEEEEINES EVERBE @ SR BME USRS
FRR -
b. *&{#H] Panasonic BB-HCM311 s - A2 HE R FE(Frs2Dhae - Al
WA HERS ER R BIRE 4 VI3 R -
C. F5F NVR ZEEIEpE 23 N ERIAEEE > Wi R WAN _Erv4dishasei - RIS
(FEk s TRERF A A -

d. FE [REEHREGREZER] RED WARBEENANGERSIREIDE
[ o

7. gEEREN [EfistEZfHEER] EEEERLAEE -
WG ER BB E S BRI G NIRRT - S E R L
s SRE M AR 2 -

8. ETHE HMERMAEEER -
ap ta s b T B E R AR S - HATE SR JIPEG #85 -

9. QNAP Finder f&%$:%F] NVR -
a. #AftEsE NVR EJRE T ERFZ -
b. B FEEHS 52 NVR HiHz 2 H[E49ES -
C. 7t www.gnapsecurity.com Z2EE# N ARy Finder -
d. {7 Finder =k NVR - 35HERLERS A7 KoikeERE CLA&8REPAEE/ R Finder
IOABG KASHY FeaFrE =t
e. WA E| NVR » $ Finder 1y [FE#r] $asHist— -
f. B EIE] NVR - SERREERT A& -

10. FHECERMEER -
FEEBEHEEFESGECER 577 [EM] BUBRER SARCEEA S E AR

11. B HEEA RS -
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http://www.qnapsecurity.com/

a. FHi% F5 EFEHEEANE -
b. ffif Internet Explorer 48 E EREHEERE - HE MR A N 2By
T - 551 F5 1& 8 S g E N B e
12. fEAFEF] NVR 2 SMB - FIP ~ M8 E AR SR
a. UASEHESHEANR 2] [EKREE] > [EERB] mEEEE —(EE
THERUH -
b. 405 NVR ZEEFRE 2312 H © SMB & FTP AR5 R EETE R — T8 {7 HL - sF4lE
e E LB -
13. NVR ERE#AEA
& NVR TEHEHE 5 oy SEAE R BRI - AR BRI G I TR AR ES - A0SR I fRE
IERIFAE > ARSI 4% -
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fiigRA  =EMEIREAEEZH (DDNS)

BhREAE I 2 fER TS (Dynamic Domain Name Service, DDNS) (&
[EE A iR S E 2 NVR BVENRE IP - & NAS AyEhRE IP S0 - 48k A TH R e = 9
HY 1P » SE(H A& iR i 8 7 8hay IP » HRREC N Aals - (HrlfE4gi54grs (Internet)
#Higg 2 NVR -

B FHENREEI A TS - 35S eat M— (B REAEIE T - MR EE) K E NVR AYBIRE
A TEEEH o & ISP oicHIENRE TP fraks s - NVR & H = SRR A i E ik
s ST 1P Lk & ER 5 A L

~r = f=a == B 28 [&]1 DI [#

HEEE

. TCP/IP 22 - BT

o ERCHEIE AT e E R A TE R

» TEERFE AR AT AR wwwi.dyndns.org |

. iR EE (R AR -

. BEEEHE iﬁ% :

. thiRgERE s HE5E stabc.dyndns-office.com
©® EREIP{zit O EEIP{uit
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EEllipig BT

2% DL MR E M B Reaeiai 44 LXT“‘ED%LX DynDNS E%W A B T RE
@%E\\F@JEE’H R ARSIAEMSS HIEEEATT > SFLAZ S H AR R -

1. # A http://www.dyndns.org: #% [Sign In] ifi#$£ [Create an Account] -

DNS & Domains Email Services Performance & Security

C DynDNS..n

Why DynDNS.com? Services & Pricing Suppart Have an account?

Sign In

Username

Rock solid, scalable DNS that just WORKS

Password

Forgot Your Pas:

Create an Account

I

Get Started

2. EESFMERAR 0 % [Create Account] -

DHS & Domains Emai Services Performance & Security

C DynDNS....

Why DynDNS.com? Services & Pricing Support

My Account Create an account or log in to continue

Create Account

Login

Username: QNAP e
fom Paamer Password: essecese
Username
0 My Cart Confirm password: ssssccee
NP e Password

Email: qnap@qnap.com

[ Login ]
Confirm Emaik qnap@qnap.com

Forgot vour password?

T

Security Image: S SRR A NS
WE'RE HIRING 4 ‘ ¥ 3 5

-~ Enter the numbers from the above image: 7\ TRUSTe
roweredty (1 Dyn 44220
Subscribe to: [ ] DynDNS.com newsletter

(1 or 2 per month)
[7] Dyn Inc. press releases

AUP) and privacy policy. \
Create Account

J Iaqvee with the acceptable use
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3. IRBEEg SR E 2 AT Email 1RSE -

C DynDNS...

Why DynDNS.com? Services & Pricing Support Have an account?

One more step to go...

We've sent an emailto  (|Naf 5 gnap.com |, to verify your account. Please check your inbox and diick on the 3
confirmation link. R ‘
If you do not receive the email in the next few minutes you can try resending it. '

Thanks for choosing DynDNS.com!

fra Sevem Petormae & Serrly

4. (EHERD(S ISR -

Search the wed |

7]
4

The Official Google Blog - Now available: Google Places with Hotpot for iPhone - 11 hours ago Web Clip

Search Mail

Compose Mail

Inbox (153)
d %

[U-ECSCHNLIVE Archive  Repotspam  Delete

Movetov Labels v More actions ¥ 750 Older »

: Your DynDNS.com Account Information ineex | x

2
(

Spam (12) X DynDNS.com Donotreply to show details 11:30 (5 minutes ago) = 4y Reply ¥

Your DynDNS.com Account' QNAP ' has been created. You need to visit
the confirmation address below within 48 hours to compiete thgeaccount
creation process /

[nnps

Our basic service offerings are free, but they are supported by our paid
services. See hitp://www.dyndns.com/services/ for a full listing of all of
our available services

w.dyndns com/confirm/create/eAIw3CIY3FFKIHAN2 gi

If you did not sign up for this account, this will be the only

communication you will receive. All non-confirmed accounts are

automatically deleted after 48 hours, and no addresses are kept on file. We
apologize for any inconvenience this correspondence may have caused, and we
assure you that it was only sent at the request of someone visiting our

site requesting an account

Sincerely,
The DynDNS.com Team
Dynamic Network Services Inc

® Frances Lee
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5.

( DynDNS....

Pricing

¥% [Confirm Account] i A DynDNS -

Why DynDNS.com? Services &

Support

Please log in to final:

Usermame quap

Pasword 90000000 /

[~

6.

B NVR S — (B EAETE - FHRATEE —(ERRA 2 - FAIRPER A - 12

[Add] -

Why DynDNS.com? Services & Pricing Support

t just WORKS

Rock solid, scalable DNS th

Whether you are a home user, a small & medium business, or all the way up to enterprise.

understand you are busy! Our tools are easy, yet Robust. Let us simplify your to do list with our

proven services.

Get Started dyndns-at-home.com
dyndns-at-work.com
dyndns-blog.com

' dyndns-free.com f
|dyndns-home.com
|dyndns-ip.com

| dyndns-mail.com |
-
)‘§3 Start Your Company & Domain

£ % I "
"3 Free Domain Nam dyndns-pics.com |
dyndns-remote.com

édyndns-server.com [
Dynamic DNS service allows you tode”d”S‘\"fﬂ_’-CDm Hamlc or static IP Enter your new or current domain name to build a customized suite of world dass
address or URL. |dyndns-wiki.com DNS, Mail, Performance, and Security services.
dyndns-work.com
| dyndns.biz
Host your own website at home for ff ! ; Easy-to-use web interface with powerful expart tools,
|dyndns.info
r workstation, DVR. ¥ dyndns.org / DNS servers in five datacenters around the globe!
Add Add

dyndns-office.com
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7. BEhERENE > (Fa]FAs6E A DDNS L -

Host Services

gnap.dyndns-office.com successfully activated.

Hostname Service Details Last Updated
Qnap. dyndns office com Host 219. Jon. 12, 2011 11:01PM

Add New Host

SEREEMR - ATLIE A NVR iiEgE DDNS fg#s -
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fiigB NVR & BB AR s

BRBE— ¢ NVR ~ JRg s i R I\ FERS S (e It (LAN) 1

/'h\

- ~
- ~
” ~
- ~
’ ~
-~ s
- 5o ~

= o |P Camera

Vo o -

NVR
IP firgk
NVR 192.168.1.1
{E A B 192.168.1.100

dERsEREEE 1 | 192.168.1.101
AR 2 192.168.1.102
AR 3 192.168.1.103

FEBEREFHEREE T - RS a2 iy TP Atk — 0 A NVR B E
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BB 0 NVR R i S Ers tas (router) PNE[HYERIREEES Y - (8 AN
A Internet #EFTHELLR

-1

\
\

e |P Camera

r
!
I
I
I
I
I
I
I
I
I
I
I
S

SY

R

NVR
Office
Home
IP firsit TE B HH 2355 E HY L B 3 s R

NVR 192.168.1.1 8000
AgpsfEsiE 1 192.168.1.101 8001
AgpEfEsig 2 192.168.1.102 8002
AgpEfEsi% 3 192.168.1.103 8003
P ER AN IP firtik | 219.87.144.205
(EPNGE S 10.8.10.100
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FEREFERERIE T - SR IRIRLU T ERBEE - S A R SR NVR R s stk -

B0 L (g Hasa RS (port mapping) =E#EEMRes (virtual server)
W :

" - (Forward) %
219.87.144.205:8000 | 192.168.1.1:80
219.87.144.205:8001 | 192.168.1.101:80
219.87.144.205:8002 | 192.168.1.102:80
219.87.144.205:8003 | 192.168.1.103:80

00 AR R TP {zak D A NVR VB E E AR [IP fizik] > W6EHEEH
gsVEANIP fizht: (public IP) KHERIfEKAVIRSE (port) # ALE NVR By
e H AR [WAN TP firhf] -

AT EOE NVR HUAERS fs2Er »- WAN IP R1 LAN IP ERAFR#A

Tt FTP (3R 21) B¢ SMB (32 445) & A NVRIF » DVHECEWT
" 4 (Forward) %]
219.87.144.205:21 192.168.1.1:21
219.87.144.205:139 |192.168.1.1:139
219.87.144.205:445 | 192.168.1.1:445

BESTRR o (e R A Internet A NVR B - 5511215 25 ASEhL -
http://219.87.144.205:8000/

WIEE HEsPfE e 80 2= NVR > il A DL 4k RTA A NVR (R4 1L http iEEfiR
£ 80) : http://219.87.144.205/

SERE * FEULHER > 4% DDNS - FERSHIZS L35 DDNS - [iJktE NVR 3%
E
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B = 0 NVR ~ Qs i R (8 BB HS BSAEA FIRYHE - E Internet TR

£ L ]
|P Cameras

(agfice /f’///’
A&Erié;h Office
-

t

Asin

Headquarters. ..

War

J )

IP firik

NVR 219.87.144.205
s 1 61.62.100.101

stk 2 61.62.100.102

s 3 61.62.100.103

FESEIE AR - AR i Ay TP Azakin A NVR By iaoe H P Ela -

SEE SRR R R NEIE (Port) - HIZE NVR S s En s
—
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EEDY - NVR ~ SRS B RIS F a5 A S0 sk B2

IP firik
NVR 1 192.168.1.101
NVR 2 192.168.1.102
NVR 3 192.168.1.103
FEEHES SN IP fizhk 219.87.145.205

FEIERRAVIE IR T > S SRR (i S REE M FTP & 55 NVR

1. FR8 I Es s e s

17" iyl (Forward)
NVR 1 219.87.145.205:2001 | 192.168.1.101:21
NVR 2 219.87.145.205:2002 | 192.168.1.102:21
NVR 3 219.87.145.205:2003 | 192.168.1.103:21

SESER % - B DU A ftp://219.87.145.205:2001 47 % NVR 1
i A ftp://219.87.145.205:2002 ##45% % NVR 2
i A ftp://219.87.145.205:2003 4% & NVR 3

2. ¥ NVR B H [ S e Rt et
WIELFEEE T E A [FTP] f8# A NVR » ik A 2B Em - /¢ [49sa%E] >
[fEZiRB] > [fEZEEEmEREs] > [BE) FTP IBTHuR] -

Y opiE e
NVR 1 2001
NVR 2 2002
NVR 3 2003

SERCA ERCETR - A]DAE A IP (L hbB@% I H Y [FTP] f2aA 8 FTP R
FI] NVR -
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M7 %

il BE G ORISR S PR AR PR - T AR BT 5 AU A

a8 782« http://www.gnapsecurity.com/onlinesupport.asp
MSN: g.support@hotmail.com

Skype: gnapskype

Facebook:

http://www.facebook.com/pages/QNAP-Security/195448000471677
an FEmiE - http://forum.gnapsecurity.com

FEE R NZE ARG Rl 8%

Email: g supportus@gnap.com

BEEh ¢ +1-909-595-2782

iyl 168 University Parkway, Pomona CA 91768

fsisfE © 08:0017:00 (GMT- 08:00 Pacific Time, E2Hi—x2 2HiF)
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http://www.qnapsecurity.com/onlinesupport.asp
http://forum.qnapsecurity.com/
mailto:q_supportus@qnap.com

GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but

changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of

works.

The licenses for most software and other practical works are designed to take away your
freedom to share and change the works. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change all versions of a program--to
make sure it remains free software for all its users. We, the Free Software Foundation, use
the GNU General Public License for most of our software; it applies also to any other work

released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new free programs, and that

you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking
you to surrender the rights. Therefore, you have certain responsibilities if you distribute

copies of the software, or if you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must pass on to the recipients the same freedoms that you received. You must make sure
that they, too, receive or can get the source code. And you must show them these terms so
they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright

on the software, and (2) offer you this License giving you legal permission to copy,
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distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no
warranty for this free software. For both users' and authors' sake, the GPL requires that
modified versions be marked as changed, so that their problems will not be attributed

erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the
software inside them, although the manufacturer can do so. This is fundamentally
incompatible with the aim of protecting users' freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to use, which
is precisely where it is most unacceptable. Therefore, we have designed this version of the
GPL to prohibit the practice for those products. If such problems arise substantially in other
domains, we stand ready to extend this provision to those domains in future versions of the

GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not
allow patents to restrict development and use of software on general-purpose computers,
but in those that do, we wish to avoid the special danger that patents applied to a free
program could make it effectively proprietary. To prevent this, the GPL assures that patents

cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS

0. Definitions.

This License” refers to version 3 of the GNU General Public License.

Copyright” also means copyright-like laws that apply to other kinds of works, such as

semiconductor masks.

The Program” refers to any copyrightable work licensed under this License. Each licensee

is addressed as Yyou”. Licensees” and recipients” may be individuals or organizations.
To rhodify” a work means to copy from or adapt all or part of the work in a fashion

requiring copyright permission, other than the making of an exact copy. The resulting work

is called a rhodified version” of the earlier work or a work Based on” the earlier work.
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A C¢overed work” means either the unmodified Program or a work based on the Program.

To propagate” a work means to do anything with it that, without permission, would make
you directly or secondarily liable for infringement under applicable copyright law, except
executing it on a computer or modifying a private copy. Propagation includes copying,
distribution (with or without modification), making available to the public, and in some

countries other activities as well.

To c¢onvey” a work means any kind of propagation that enables other parties to make or
receive copies. Mere interaction with a user through a computer network, with no transfer

of a copy, is not conveying.

An interactive user interface displays Appropriate Legal Notices” to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate
copyright notice, and (2) tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that licensees may convey the work under this
License, and how to view a copy of this License. If the interface presents a list of user

commands or options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.
The sSource code” for a work means the preferred form of the work for making

modifications to it. Object code” means any non-source form of a work.

A Standard Interface” means an interface that either is an official standard defined by a
recoghized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in that

language.

The System Libraries” of an executable work include anything, other than the work as a
whole, that (a) is included in the normal form of packaging a Major Component, but which
is not part of that Major Component, and (b) serves only to enable use of the work with that
Major Component, or to implement a Standard Interface for which an implementation is
available to the public in source code form. A Major Component”, in this context, means a
major essential component (kernel, window system, and so on) of the specific operating
system (if any) on which the executable work runs, or a compiler used to produce the work,
or an object code interpreter used to run it.

The Corresponding Source” for a work in object code form means all the source code
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needed to generate, install, and (for an executable work) run the object code and to modify
the work, including scripts to control those activities. However, it does not include the
work's System Libraries, or general-purpose tools or generally available free programs
which are used unmodified in performing those activities but which are not part of the work.
For example, Corresponding Source includes interface definition files associated with
source files for the work, and the source code for shared libraries and dynamically linked
subprograms that the work is specifically designed to require, such as by intimate data

communication or control flow between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program,
and are irrevocable provided the stated conditions are met. This License explicitly affirms
your unlimited permission to run the unmodified Program. The output from running a
covered work is covered by this License only if the output, given its content, constitutes a
covered work. This License acknowledges your rights of fair use or other equivalent, as

provided by copyright law.

You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey covered
works to others for the sole purpose of having them make modifications exclusively for you,
or provide you with facilities for running those works, provided that you comply with the
terms of this License in conveying all material for which you do not control copyright. Those
thus making or running the covered works for you must do so exclusively on your behalf,
under your direction and control, on terms that prohibit them from making any copies of

your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated

below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.
No covered work shall be deemed part of an effective technological measure under any
applicable law fulfilling obligations under article 11 of the WIPO copyright treaty adopted on

20 December 1996, or similar laws prohibiting or restricting circumvention of such
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measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights
under this License with respect to the covered work, and you disclaim any intention to limit
operation or modification of the work as a means of enforcing, against the work's users,

your or third parties' legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all
notices of the absence of any warranty; and give all recipients a copy of this License along

with the Program.

You may charge any price or no price for each copy that you convey, and you may offer

support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from the
Program, in the form of source code under the terms of section 4, provided that you also

meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant
date.

b) The work must carry prominent notices stating that it is released under this License and
any conditions added under section 7. This requirement modifies the requirement in section
4 to Keep intact all notices”.

¢) You must license the entire work, as a whole, under this License to anyone who comes
into possession of a copy. This License will therefore apply, along with any applicable
section 7 additional terms, to the whole of the work, and all its parts, regardless of how they
are packaged. This License gives no permission to license the work in any other way, but it
does not invalidate such permission if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices;
however, if the Program has interactive interfaces that do not display Appropriate Legal
Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which are not
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by their nature extensions of the covered work, and which are not combined with it such as
to form a larger program, in or on a volume of a storage or distribution medium, is called an
dggregate” if the compilation and its resulting copyright are not used to limit the access or
legal rights of the compilation's users beyond what the individual works permit. Inclusion of
a covered work in an aggregate does not cause this License to apply to the other parts of

the aggregate.

6. Conveying Non-Source Forms.
You may convey a covered work in object code form under the terms of sections 4 and 5,
provided that you also convey the machine-readable Corresponding Source under the

terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and
valid for as long as you offer spare parts or customer support for that product model, to give
anyone who possesses the object code either (1) a copy of the Corresponding Source for all
the software in the product that is covered by this License, on a durable physical medium
customarily used for software interchange, for a price no more than your reasonable cost of
physically performing this conveying of source, or (2) access to copy the Corresponding
Source from a network server at no charge.

¢) Convey individual copies of the object code with a copy of the written offer to provide the
Corresponding Source. This alternative is allowed only occasionally and noncommercially,
and only if you received the object code with such an offer, in accord with subsection 6b.
d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalent access to the Corresponding Source in the same way through
the same place at no further charge. You need not require recipients to copy the
Corresponding Source along with the object code. If the place to copy the object code is a
network server, the Corresponding Source may be on a different server (operated by you or
a third party) that supports equivalent copying facilities, provided you maintain clear
directions next to the object code saying where to find the Corresponding Source.
Regardless of what server hosts the Corresponding Source, you remain obligated to ensure
that it is available for as long as needed to satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source of the work are being offered to the

general public at no charge under subsection 6d.

226



A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the object

code work.

A User Product” is either (1) a ¢onsumer product”, which means any tangible personal
property which is normally used for personal, family, or household purposes, or (2)
anything designed or sold for incorporation into a dwelling. In determining whether a
product is a consumer product, doubtful cases shall be resolved in favor of coverage. For a
particular product received by a particular user, fiormally used” refers to a typical or
common use of that class of product, regardless of the status of the particular user or of the
way in which the particular user actually uses, or expects or is expected to use, the product.
A product is a consumer product regardless of whether the product has substantial
commercial, industrial or non-consumer uses, unless such uses represent the only

significant mode of use of the product.

Installation Information” for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified versions of
a covered work in that User Product from a modified version of its Corresponding Source.
The information must suffice to ensure that the continued functioning of the modified
object code is in no case prevented or interfered with solely because modification has been

made.

If you convey an object code work under this section in, or with, or specifically for use in,
a User Product, and the conveying occurs as part of a transaction in which the right of
possession and use of the User Product is transferred to the recipient in perpetuity or for a
fixed term (regardless of how the transaction is characterized), the Corresponding Source
conveyed under this section must be accompanied by the Installation Information. But this
requirement does not apply if neither you nor any third party retains the ability to install
modified object code on the User Product (for example, the work has been installed in
ROM).

The requirement to provide Installation Information does not include a requirement to
continue to provide support service, warranty, or updates for a work that has been modified
or installed by the recipient, or for the User Product in which it has been modified or
installed. Access to a network may be denied when the modification itself materially and
adversely affects the operation of the network or violates the rules and protocols for

communication across the network.
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Corresponding Source conveyed, and Installation Information provided, in accord with this
section must be in a format that is publicly documented (and with an implementation
available to the public in source code form), and must require no special password or key

for unpacking, reading or copying.

7. Additional Terms.

Additional permissions” are terms that supplement the terms of this License by making
exceptions from one or more of its conditions. Additional permissions that are applicable to
the entire Program shall be treated as though they were included in this License, to the
extent that they are valid under applicable law. If additional permissions apply only to part
of the Program, that part may be used separately under those permissions, but the entire

Program remains governed by this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional
permissions from that copy, or from any part of it. (Additional permissions may be written
to require their own removal in certain cases when you modify the work.) You may place
additional permissions on material, added by you to a covered work, for which you have or

can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work,
you may (if authorized by the copyright holders of that material) supplement the terms of

this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16
of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that
material or in the Appropriate Legal Notices displayed by works containing it; or

¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original
version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material;
or

e) Declining to grant rights under trademark law for use of some trade names, trademarks,
or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of liability to
the recipient, for any liability that these contractual assumptions directly impose on those

licensors and authors.
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All other non-permissive additional terms are considered flrther restrictions” within the
meaning of section 10. If the Program as you received it, or any part of it, contains a notice
stating that it is governed by this License along with a term that is a further restriction, you
may remove that term. If a license document contains a further restriction but permits
relicensing or conveying under this License, you may add to a covered work material
governed by the terms of that license document, provided that the further restriction does

not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the
relevant source files, a statement of the additional terms that apply to those files, or a

notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately

written license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this
License. Any attempt otherwise to propagate or modify it is void, and will automatically
terminate your rights under this License (including any patent licenses granted under the

third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright holder
fails to notify you of the violation by some reasonable means prior to 60 days after the

cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the
copyright holder notifies you of the violation by some reasonable means, this is the first
time you have received notice of violation of this License (for any work) from that copyright

holder, and you cure the violation prior to 30 days after your receipt of the notice.
Termination of your rights under this section does not terminate the licenses of parties who
have received copies or rights from you under this License. If your rights have been
terminated and not permanently reinstated, you do not qualify to receive new licenses for

the same material under section 10.

9. Acceptance Not Required for Having Copies.
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You are not required to accept this License in order to receive or run a copy of the Program.
Ancillary propagation of a covered work occurring solely as a consequence of using
peer-to-peer transmission to receive a copy likewise does not require acceptance. However,
nothing other than this License grants you permission to propagate or modify any covered
work. These actions infringe copyright if you do not accept this License. Therefore, by
modifying or propagating a covered work, you indicate your acceptance of this License to
do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from
the original licensors, to run, modify and propagate that work, subject to this License. You

are not responsible for enforcing compliance by third parties with this License.

An éntity transaction” is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations. If
propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work the
party's predecessor in interest had or could give under the previous paragraph, plus a right
to possession of the Corresponding Source of the work from the predecessor in interest, if

the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or
affirmed under this License. For example, you may not impose a license fee, royalty, or
other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent
claim is infringed by making, using, selling, offering for sale, or importing the Program or
any portion of it.

11. Patents.
A Contributor” is a copyright holder who authorizes use under this License of the Program
or a work on which the Program is based. The work thus licensed is called the contributor's

¢ontributor version”.

A contributor's éssential patent claims” are all patent claims owned or controlled by the
contributor, whether already acquired or hereafter acquired, that would be infringed by
some manner, permitted by this License, of making, using, or selling its contributor version,
but do not include claims that would be infringed only as a consequence of further
modification of the contributor version. For purposes of this definition, ¢ontrol” includes
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the right to grant patent sublicenses in a manner consistent with the requirements of this

License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under
the contributor's essential patent claims, to make, use, sell, offer for sale, import and

otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a pPatent license” is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express
permission to practice a patent or covenant not to sue for patent infringement). To {¢rant”
such a patent license to a party means to make such an agreement or commitment not to

enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding
Source of the work is not available for anyone to copy, free of charge and under the terms
of this License, through a publicly available network server or other readily accessible
means, then you must either (1) cause the Corresponding Source to be so available, or (2)
arrange to deprive yourself of the benefit of the patent license for this particular work, or (3)
arrange, in a manner consistent with the requirements of this License, to extend the patent
license to downstream recipients. Knowingly relying” means you have actual knowledge
that, but for the patent license, your conveying the covered work in a country, or your
recipient's use of the covered work in a country, would infringe one or more identifiable

patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or

propagate by procuring conveyance of, a covered work, and grant a patent license to some
of the parties receiving the covered work authorizing them to use, propagate, modify or

convey a specific copy of the covered work, then the patent license you grant is

automatically extended to all recipients of the covered work and works based on it.

A patent license is discriminatory” if it does not include within the scope of its coverage,
prohibits the exercise of, or is conditioned on the non-exercise of one or more of the rights
that are specifically granted under this License. You may not convey a covered work if you
are a party to an arrangement with a third party that is in the business of distributing
software, under which you make payment to the third party based on the extent of your
activity of conveying the work, and under which the third party grants, to any of the parties
who would receive the covered work from you, a discriminatory patent license (a) in

connection with copies of the covered work conveyed by you (or copies made from those
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copies), or (b) primarily for and in connection with specific products or compilations that
contain the covered work, unless you entered into that arrangement, or that patent license

was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable

patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions of this
License. If you cannot convey a covered work so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence
you may not convey it at all. For example, if you agree to terms that obligate you to collect
a royalty for further conveying from those to whom you convey the Program, the only way
you could satisfy both those terms and this License would be to refrain entirely from

conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine
any covered work with a work licensed under version 3 of the GNU Affero General Public
License into a single combined work, and to convey the resulting work. The terms of this
License will continue to apply to the part which is the covered work, but the special
requirements of the GNU Affero General Public License, section 13, concerning interaction

through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU General
Public License from time to time. Such new versions will be similar in spirit to the present

version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a
certain numbered version of the GNU General Public License &r any later version” applies
to it, you have the option of following the terms and conditions either of that numbered
version or of any later version published by the Free Software Foundation. If the Program
does not specify a version number of the GNU General Public License, you may choose any

version ever published by the Free Software Foundation.
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If the Program specifies that a proxy can decide which future versions of the GNU General
Public License can be used, that proxy's public statement of acceptance of a version

permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no
additional obligations are imposed on any author or copyright holder as a result of your

choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM AS IS” WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local
legal effect according to their terms, reviewing courts shall apply local law that most closely
approximates an absolute waiver of all civil liability in connection with the Program, unless

a warranty or assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
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